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Android malware detection based on improved random forest

YANG Hong-yu, XU Jin
( School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China)

Abstract: Aiming at the defect of vote principle in random forest algorithm which is incapable of distinguishing the dif-
ferences between strong classifier and weak classifier, a weighted voting improved method was proposed, and an im-
proved random forest classification (IRFCM) was proposed to detect Android malware on the basis of this method. The
IRFCM chose Permission information and Intent information as attribute features from AndroidManifest.xml files and

optimized them, then applied the model to classify the final feature vectors. The experimental results in Weka environ-

ment show that IRFCM has better classification accuracy and classification efficiency.
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Al emd F5 SV 6 Al S g PEFEASEE 1) 425 apk 3C
fF, IR as b 2R E Hx h .

LB 2 HHBUHNAHEA B S. PR 1
XPREAS apk SCAFEE L S g B A I SCAT SR B At
permission.txt. action.txt fl category.txt 3C#4, AT
17 At 1% apk SCAF I8 PEAE o MF B SCAF e i
AndroidManifest.xml SCEF, KREFEN 3 FhE SR
(R JE PRSI K, I A7 RIS N K] permission. txts
action.txt I category.txt SCFYH .

PR 3 MEEEEEEIHF . X Android
(R A A B R 40 0 33T sortper.txt. sortact.txt
I sortcate.txt SCF, T d sk H 0 8 PR
GEit B apk U AR 2 B xt SO, O

ST B R A A AR 0 T A Al A R A v T
permission. action N category JEPEMH, G114
TR FH v B 23 ) 0% Y 1) sortper.txt sortact.txt
F sortcate.txt LA H .

T4 ENHE R RS R 3 i
HERP i A, 3 e R B A S Al P A e 5
AR E A G A NAE S RYEZAMF permission
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45 mps (malware permission set) . &%= 4K action
45 mas (malware action set). &K1 category
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$8FR 1 EIEME (TP, true positive): SEZFR A%
BT, R R A

$8¥R 2 BLEME (FP, false positive): SEZFR AR

2017073-4



- o

¥R 538 &
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CHANGE_WIFI STATE 1
E RECEIVE,B%&(I)RT”‘%OQ/IE%%%% . w SEND MULTIPLE[
1 = CREATE_SHORTCUT
é ACCESS_COARSE LOCATION 1 B - [
g GE%%RIT(E 1 A CHINAMOBILE_OMS_GAME[
A 1 S
g WAKE_LOCK ] 5 SEND[]
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% WRITE_EXTERNAL STORAGE 1 2 MAIN |
2 ACCESS_NETWORK_STATE | 7
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biass B
() RAEHK M <uses-permission>FR&E B HAESE (b) B <intent-action>kA% &8 MAE 5 -
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=1 MULTIWINDOW_LAUNCHER[] ¥ VIBRATE—=——
B A RECEIVE_SMS|=——=3
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gn CHINAMOBILE GAMES[] é RECEIVE*BOOT*CORI]\EAKI%Eg]I\E/[% —
= I ——
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0 200 400 600 500 1 000
s e et e S
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) #
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3 SEARCH]l $SAMPLE_CODE
£ SET_WALLPAPER[] 8 HOME[]
z z
% VIEWH &E DEFAULT[T
MAIN | V. LAUNCHER |
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(o) B M <intent-action>FisE B kK HE L 1

B
(f) JBZE ik <intent-category>F7348 JB PEAE S5 -

K 4 Android NI H F R ME(E ST

JEYE, A SCEE T <uses-permission>FRZE IR 31 A
JEMEAE . <intent-filter><action>#r2E T 1) 16 4 E
PEAE Fl<intent-filter><category>Fr 2 IH ] 16 1N&E
PEAE, 3ot 63 AN B PR AL JE 1

T 36 BOCEA TR X A3 BE IR RS T RE 2 1
TERFTCRFFEE T, ASCR 1G 53200 ReliefF
SR AR AE S EEA T DUACHEFE -

IG S v SRR IR (E 5 A R AR 1 22
HAFENZFFIER) 1G {H, %A B AH DCRE Bk
iAo ReliefF 53E 2 BN REAE A5 [R) 2451 Hh DL A AH
T AN [R) SRR (1) X 43 e 7 >R VEAN e A1k 5 28 01
FRIRH G B -4t AR AE XS B2 ReliefF i, ReliefF ff
R RIZRFE I 70 R R g . KA E IR S
HEP &5 RN 2 MR 3 Bivs. 3 2 AR 3 S T
63 NMRHIE & 1 28k HE 7 HE A AR HT 35 (R JE A2k

HI% 2 F3E 3 WTLLE Y, 1G S0 ReliefF 55
EHEP i R R B R Z A0, 7 26 ANMAHIA
JE P, AFURHET ZE IO, Wik 2 hHEAEE 1 IR

fEJEM: “SYSTEM_ALERT WINDOW” #4% 3
H2H 6, Mk 3 PHELAE 1 KFIEE M
“WRITE_SMS” 753 2 AR 16 HJR A2
IG SEAE T BT a REBI I Ze vt J8 v, i s 11
SR EERAR, IR S I fU4A s T ReliefF Sk XT
KRR R, ReW B i H R 5, HA
BE L BRIUARNRIE, NIk, 2 FHEVEMHEFR 45 R &
HER.

M SRR S5 5, 2 2R IG AR ReliefF 5.
XN R IE JE MR 5. 104 150 204 25, 30
H135 RFIE M AR G o
53 IRF EEHERW

7t IRF Bk 28seerh, H A GZMRAE 2 Fhks
TP A AN [R) B B R R ) B B o 5K
KR 10 a8 XIGUEMI ik, BRHE ) m A
YR 10 4, ReuiE Lt 9 A IIZRAE, R4 1
UM AR, H5T 10 JOsess 45 B, S2i
gh Rl s fE 6 fros.

2017073-6



c 14 W ofF ¥ MR o538 &

*2 IG BEHFERMEHF %3 ReliefF B X4 {EREIEHEF
4 FRAE B P IG fH He4 R ReliefF {f
1 SYSTEM_ALERT WINDOW 0.477 1 WRITE_SMS 0.309
2 BROWSABLE 0.424 By READ_SMS 0301
3 WRITE_SETTINGS 0.330 3 MOUNT UNMOUNT FILESYSTEMS 0.298
4 VIEW 0.336 4 CHANGE_WIFI_STATE 0.292
5 GET_TASKS 0.291 5 CALL PHONE 0.250
6 DEFAULT 0.281 6 SYSTEM_ALERT WINDOW 0.246
7 CAMERA 0.272 7 WRITE_SETTINGS 0.246
8 MOUNT UNMOUNT FILESYSTEMS 0.251 3 GET TASKS 0.223
9 CHANGE _NETWORK_STATE 0.239 9 SEND_SMS 0217
10 RECORD AUDIO 0.199 10 BROWSABLE 0217
1 WAKE_LOCK 0.168 11 RECEIVE_BOOT COMPLETED 0.214
12 VIBRATE 0.131 12 READ LOGS 0214
13 READ EXTERNAL STORAGE 0.130 13 WRITE_APN_SETTINGS 0.204
14 CHANGE_WIFI_STATE 0.119 14 DEFAULT 0.197
15 ACCESS_COARSE_LOCATION 0.117 15 WRITE_CONTACTS 0.183
16 WRITE_SMS 0.117 16 RECEIVE_SMS 0.181
17 READ_LOGS 0.107 17 DISABLE KAYGUARD 0.178
18 WRITE_EXTERNAL STORAGE 0.105 18 VIEW 0.166
19 ACCESS_WIFI_STATE 0.102 19 ACCESS_FINE_LOCATION 0.163
20 ACCESS_FINE_LOCATION 0.092 20 CAMERA 0.163
21 WRITE_APN_SETTINGS 0.069 21 CHANGE_NETWORK_STATE 0.159
22 ACCESS_NETWORK_STATE 0.063 22 ACCESS_COARSE_LACATION 0.156
23 READ_SMS 0.062 23 READ_CONTACTS 0.155
24 DISABLE KAYGUARD 0.055 24 INSTALL_PACKAGES 0.154
25 INSTALL_PACKAGES 0.046 25 ACCESS_WIFI_STATE 0.145
26 SEND 0.046 26 READ_EXTERNAL STORAGE 0.139
27 CHINAMOBILE OMS_GAME 0.035 27 VIBRATE 0.129
28 CHINAMOBILE_GAMES 0.035 28 WRITE_EXTERNAL STORAGE 0.129
29 WRITE_CONTACTS 0.034 29 RESTART PACKAGES 0.124
30 RECEIVE BOOT COMPLETED 0.027 30 WAKE_LOCK 0.099
31 SEND MULTIPLE 0.024 31 SET WALLPAPAER 0.084
32 LEANBACK_LAUNCHER 0.020 32 ACCESS NETWORK_STATE 0.083
33 MULTIWINDOW LAUNCHER 0.013 13 RECORD_AUDIO 0.054
34 RECEIVE_SMS 0.011 34 READ PHONE_STATE 0.039
35 CREATE_SHORTCUT 0.009 35 HOME 0.024
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54 RSN
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Eiztan NB J48 RF IRF
BIEXK TP 1233 1240 1250 1254
RIESK FP 101 50 40 31
BAK TN 573 624 634 643
2 FN 27 20 10 6
BLIEJ TPR 0.979 0.984 0.992 0.995
RIEZE FPR 0.150 0.074 0.059 0.046

ARG ACC 0.934 0.964 0.974 0.981

fH% 4 R85 W40, IRF B34 20k B miiks
98%, fLT1k4 RF ik, J+HWEETIHAL LK
Bz e 5y, AR b, IRF Sy kb # i

] 55 LA LR B 2 BV LR K. 158, RF
VLR G — P S, 5 RA A
b, BAFEHMEME. K, IRF 5354 RF
SRR ROEAT T O0dE, X - B2 T
(ORCEAE, T 590 KA T RARMALEAE, F3%
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